Initial Question
Have you worked with a Machine Shop?  If so, describe the environment.
Gap Assessment and Documentation
· Do your perform a Gap Assessment and Initial SSP Scoring (SPRS)? What does this cost? 
· Do you provide Plans and Policy documents that specifically reference the 14 families of NIST 800-171? 
· Do you provide templates and guidance for plans outside of the standard documents below such as FIPS USB checkouts and plant floor behavior (related to CUI documents)?
· Do you use a GRC Tool to simplify SSP documentation and POAMs? 

Environment and Infrastructure Planning
Most companies will build one of two environments:
· Do you fully scope the local environment? 
· How do you remotely access connected computers to provide service
OR/AND	
· Do you control scope by using an enclave with Microsoft GCC High (assuming ITAR/Level 2 CMMC) including Virtual Desktop Infrastructure?
· Do you bring engineering computers, which require GPU licensing, into the environment?
· How do you handle Quality CMMs that require access to CUI and need to connect via USB to quality machines.
· How do you handle license “servers or workstations” that always need to be on to provide access to concurrent license servers?
· In hybrid environment where local is level 1 and enclave is level 2, which means complete CUI separation, how do you handle concurrent licensing to be share between local and enclave.
· Do you provide MSP services for the local (Level 1) environment?
· What are your best practices relating to CNC machines?
· If utilizing Microsoft GCC High to support the environment what methodology do you subscribe to in order to configure apps like Sentinel, Defender, Intune, Purview OR have you figured this out internally?
· If not utilizing GCC high describe how you meet the controls that are necessary to comply with CMMC (using the apps from the previous question as a rough guide)?
· What software will you deploy to address application updates and application whitelisting requirements?  
· If there are applications outside of the scope of the automated application updates and require manual updating is that included under the MSP or MSSP portion of your agreement?
· How do you help with transitioning systems and CUI/non-CUI? data to the new environment? 
· How do you manage user training complexities, including mandatory annual DoD training? 
· How do you address the backup of data?
· How will you address logging and monitoring of the environment? 

Ongoing Support and Ownership
· Do you support the entire audit, along with the internal leader, with the C3PAO part of the agreed upon investment? 
· Once the environment is built, do you support the security side of the enclave? 
· If we part ways do we lose any of the configuration that was setup? 

Part 2: Non-Investment Vetting Questions
Internal Expectation of Time
· How many hours per week will our internal team need to dedicate to this project? 
· Which of our employees will need to be involved and for how long? 
· What is the realistic timeline from start to audit-ready status? 
· What factors could extend our timeline, and how do you mitigate them? 
 
Primary Contact Accountability
· Who specifically will be our primary point of contact throughout this journey? 
· Can we meet this person before signing any contract?
· What are their credentials and experience with CMMC Level 2 implementations?
· Will this person remain our contact for the duration of the project? 
· How do you ensure continuity if our primary contact leaves your company? 
 
Reference Verification
· When we are ready to sign - Provide three references from manufacturing companies you've successfully guided.
· What was their timeline from start to certification? 
· What unexpected challenges did you encounter, and how did you address them?  

Documentation and Control Alignment
Plans and Policies Delivery
· Assuming you will provide plans and policies for the 14 Nist 800-171 families what other policies do you have or recommend for machine shops.
· Will these be generic templates or customized for our specific manufacturing/GCC High (or alternative) environment? 

User Access Optimization
· How will you help us identify the absolute minimum number of users who need access to Controlled Unclassified Information (CUI)? NA
· What about additional workstations, concurrent VDI licensing, GPU needs? 

Testing and Compliance Validation – What don’t you include that is listed or do include that isn’t listed?
· Annual security testing requirements
· Vulnerability assessments
· Penetration testing schedules
· Control effectiveness testing
Do you include updates to these items in monthly reviews?
· Policy updates and gap assessments
· Evidence collection and management
· Updated System Security Plans (SSPs)
· Plan of Actions and Milestones (POA&Ms) maintenance
If Managed Service Provider (MSP) is included then are these included?
· IT infrastructure management
· System administration
· Backup and recovery services
· Help desk support
Managed Security Services Provider (MSSP) and Security Stack 
· 24/7 security monitoring
· Incident response services
· Security tool management
· Threat intelligence services
Continuous Improvement Requirements – Identified in the monthly meetings
· Additional training and awareness programs
· Infrastructure updates and improvements
· Process optimization initiatives

Part 4: Audit Preparation and Track Record
Audit Track Record Verification Questions
· How many CMMC Level 2 audits have you supported from start to finish? 
· What was the pass rate for your clients?
· Which C3PAO auditors do you recommend and why? 
· What was the total C3PAO cost for your most recent similar client? 
· What additional costs did your clients incur during the audit process? 
